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M-Banking in UAE, is it regulated?

Whilst driving to work in the morning you receive an sms from your wife reminding you to pay the DEWA bill. You realize that you have one internal meeting at 9.30am and another meeting at 3.00pm. There is no time for you to go to DEWA office or other payment outlets and you are betting whether you have time to pay the bill online from your desktop computer. In fact the only time you have to think about this house chore is the time when you are alone in the car driving to the office. However with the advent of mobile banking, the bill can be paid by pressing a few buttons on your mobile phone and by the time you reach the office, you are free to concentrate on other matters.

Such is an example of how convenience m-banking is and soon it may be of a necessity for peoples living in the fast paced UAE. 

Mobile banking or m-banking as it is popularly termed is one of the technological advancement introduced commercially for public use at the beginning of 21st century. It is undoubtedly a technology fuelled by the sophistication of mobile phones and internet banking technology. Recently several banks and telecommunication operators in UAE have launched the service of m-banking as part of their banking services to consumers. Amongst the m-banking services offered are accounts information, bill payment, transaction alerts, deposit and fund transfer. In fact the Road and Transport Authority of the government of Dubai have made it possible to pay parking fees using mobile phones.

The latest commercial development of m-banking technology is the use of mobile phones to make payments using Near Field Communication solution (NFC). NFC is a short range high frequency wireless communication technology which enables the exchange of data between devices on a contactless basis. In such solution the mobile phone play the role of debit or credit card at the point of sale.

Although m-banking facilities are still at its infancy, its technology is developing rapidly. Presently a growing number of industry experts worldwide are convinced that mobile and wireless banking are the next big thing in banking services. Soon m-banking will be an important medium of transaction used by consumers worldwide including UAE. Taking heed of this technological trend, the Central Bank of UAE has been working on implementing the m-banking system by banks and telecommunication providers in UAE since as early as 2005.

The setting up and implementation of m-banking services by banks in UAE involves several legal and regulatory aspects which govern legality of m-banking transactions and the legal relationship between the banks, merchants and consumers. Amongst such legal aspects are laws pertaining to banking activities, payment system and instruments, electronic money, data protection, banking secrecy, information technology crimes, telecommunication laws and online contract. As such it is important to know what laws regulate m-banking in UAE in general. 

This article will highlight the laws and the legal framework within which m-banking services are presently regulated in UAE.

The Union Law No. (10) of 1980 regulates the central bank, the monetary system and organization of banking in UAE. Under the Union Law the Central Bank of UAE is empowered to issue licenses and supervise the setting up and activities to be carried out by commercial banks, investment banks, financial institutions, currency exchange dealers, stockbrokers and representative offices of foreign banks. By virtue of Federal Law No. (6) of 1985 and Central Bank's Board of Directors decision no.165/6/2004 regarding Islamic banks, all Shari’a compliant banks, financial institutions and investment companies also come within the supervision of the Central Bank of UAE. As such setting up of m-banking services by banks in UAE certainly require approval and monitoring by the Central Bank of UAE. Supervision by the Central Bank is very important to ensure that the operation of m-banking services will not disrupt the banking systems in UAE. 

M-banking service is a medium of payment and settlement in transaction. In UAE payment instruments and systems are governed by various specific laws as opposed to centralised legislation such as UK Payment Services Regulation 2009 or Malaysia Payment Systems Act 2003. As regards to payment systems the Union Law confers a wide and general power to the Central Bank of UAE to issue by-laws, guidelines and directives either generally or individually to the banks to regulate their daily operation which includes the setting up of designated payment systems such as m-banking services. Payment instruments in general are categorized as commercial businesses within the ambit of Article 5 of Federal Law No. (18) of 1993 regarding Codes on Commercial Practice. These instruments include promissory note, bill of exchange and cheque, account deposit and transfer and other commercial papers. It will be beneficial to UAE to enact specific laws for m-banking services when its application is wider in the future.

One of the important components of m-banking is electronic money or e-money. The European Union Directive 2000/46/EC defines electronic money as: 

“monetary value as represented by a claim on the issuer which is stored on an electronic device, issued on receipt of funds of an amount not less in value than the monetary value issued and accepted as means of payment by undertakings other than the issuer”.

There is no specific definition of e-money in UAE laws such as the one in the EU Directive but the government has enacted Federal Law No. (1) of 2006 on Electronic Commerce and Transaction which provides definitions and regulations for electronic information, electronic information system, automated electronic transaction and electronic commerce. For the time being the E-Commerce Law will be the governing laws for any transaction executed electronically and this will include m-banking and e-money transactions. 

M-banking services will allow exchange of enormous amounts of data and information between the banks, consumers, telecommunication service providers and merchants. With the convenience of m-banking and electronic transactions, information may be exposed to beneficial use or abuse. Therefore it is vital for the UAE to have sufficient and comprehensive legal framework on information and data protection laws. The UAE is in the process of enacting a comprehensive data protection laws to be administered by a special federal commission. In the meantime there are several legislations which regulate data privacy laws. Articles 378 and 379 of the Federal Law No.(3) of 1987 on the UAE Penal Code provide for the offences on publication of people’s private affairs and unauthorized dissemination of people’s information to third party. As an example, in Dubai’s financial free zone of Dubai International Financial Centre (DIFC), banking data is regulated by DIFC Data Protection Law 2007 which creates a Commissioner for Data Protection. The Commissioner regulates the manner of collecting, processing and transferring of personal data in and out of DIFC zone.

As a consumer, one may wonder whether m-banking will be subjected to the banking secrecy laws applicable to conventional banking services? Banking secrecy is a very important pillar of banking business. Secrecy of consumers’ information must continue to be upheld by banks in providing m-banking services. In general all bankers and traders who are in a position to collect and store data from the public are bound by the confidentiality duty, the breach of which, is an offence under Article 379 of UAE Penal Code. Further Article 106 of the Union Law also provides for the obligation to keep confidential all banking data submitted to the Central Bank. 

It is no doubt that m-banking technology can be a new platform for money laundering and terrorism related activities. The UAE banking secrecy laws will not protect any transactions or activities fall under the scopes of anti-money laundering and anti-terrorism laws which are governed by the Federal Law No.(4) of 2002 on Criminalisation of Money Laundering and Federal Law No. (1) of 2004 on Terrorist Crimes respectively. Any money laundering or terrorism related transactions committed through m-banking services will be penalized by these laws. As such effective monitoring, regulation and implementation of anti-money laundering and anti-terrorism laws are vital within the m-banking industry.

Another aspect which should be strengthened in UAE with the coming of m-banking services is the legal enforcement against crimes related to information technology. Examples of these crimes are illegal access, illegal interception, data interference, system interference, misuse of devices, forgery and fraud. In UAE these actions have been criminalized by Federal Law No.(2) of 2006 on Prevention of Information Technology Crimes and Chapter 9 of Electronic Commerce Law. The UAE police authority is monitoring the cyber activities with the help of UAE Computer Emergency Response Team (aeCERT). 

The operation of m-banking will not be possible without the support of the telecommunication sectors. In UAE Federal Law No.(3) of 2003 on Telecommunication Laws regulates the establishment and operation of telecommunication companies which comes under the purview of the Telecommunications Regulatory Authority (TRA). Under the Telecommunication Laws all telecommunication service providers must be licenced by the TRA. Accordingly any use of telecommunication devices, network system and frequent spectrum must be approved by the TRA. In this respect, any special devices, network system or frequent spectrum for m-banking services to be provided by the telecommunication service providers will require approval and supervision of the TRA.

Transactions with banks and merchants using m-banking can be regarded as commercial transactions under the UAE laws. Such transactions create legal contractual relationship between the parties. Will payment made from mobile phones conclude a contract of sale? The E-Commerce Law as well as Federal Law No.(5) of 1985 on UAE Civil Code recognise the formation of contract executed by means of electronic communication and its admissibility as evidence in court proceedings. Therefore payment made from mobile phone will be recognized as acceptable mode of payment in contractual dispute.

The existing legal framework in UAE is generally adequate to govern matters relating to m-banking. However with the increase of consumers’ experience and technological development it is hoped that more specific laws could be introduced to avoid loopholes and ambiguity. A strong legal framework is always the key for rapid and healthy development in this progressive nation.
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