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NEW UKRAINIAN LAW TO PROTECT PERSONAL DATA
The Law of Ukraine “On Personal Data Protection”
 (“Law”) comes into effect on 1 January 2011. The Law contains a number of important provisions regarding the protection of personal data (“PD”) being processed and concerns both individuals and legal entities. The Law provides general and specific requirements to companies processing their personal databases (“PDB”).

Pre-requisites
The European Union regulates personal data protection through Directive 95/46/EC. Ukraine adopted its PD protection law as it had to meet the requirements set by EU and contained in their joint agreement titled “Cooperation Matrix”. The document provides for the recognition of the Council of Europe Convention of 28 January 1981 for the Protection of Individuals with regard to Automatic Processing of Personal Data. In Russian Federation data protection law was also enforced.
Those falling under the Law
Practically, all legal entities are required to be registered as PDB controllers regardless of whether a company processes PD for internal use or commercial purposes. The Law has no clear definition for PDB, but says only that it is a structured set of PD in electronic form and/or in a filing system. Therefore, it actually covers different customer, personnel and other personal databases each company keeps.

The Law is of special interest for call centers, data centers, banks, insurance companies and marketing agencies whom an authorized State PD Protection Agency (“Agency”) with virtually unlimited powers is going to check in the first place. Agency is to be established by Ukrainian government.

Principles and definitions
The Law defines personal data too broadly saying that they mean any data or set of data regarding an individual who is identified or identifiable. Such definition covers any information on individuals (name, surname, address, identification number, photo and so on). 

PD processing involves actions related to collection, accumulation, storage, modification, use and dissemination (distribution, sale, transfer) and destruction of data regarding an individual. 

Those related to personal data
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The Agency keeps a state PDB register and has controlling and auditing functions and, among other things, free access to PDBs and processing premises. No authorized agency has been determined at the moment. 
PDB controller is an individual/legal entity or a public authority or agency that is entitled to process PD and determines data content as well as processing purposes and procedures. Controllers may confer the right to process PDBs on processors under written agreements.
Third party is any person to whom either a PDB controller or a processor transfers personal data. Third parties have to ensure the proper protection of PD.

In processing of PD, legal entities are to 
1. Notify of, and obtain and keep an individual’s consent to:

· collection, processing, dissemination and/or destruction of his/her PD; 

· changing the purposes of PD processing;
· transferring PD to a third party (controllers notify individuals within 10 business days).
2. Notify the Authorized Agency of each change in the data (purpose, controller and processor information and PD location) within 10 business days.

3. Provide persons with information regarding their PD on their requests.
4. Modify PDBs on request of individuals.
Legal entities are required to

· Change their constituent documents (Charters) to specify the purpose of PDB processing.
· Register PDBs with a relevant state register. 

· Notify the Agency of changes which are to be recorded in the register accordingly.
· Form a structural unit or appoint a responsible officer.

· Ensure the protection of PD at their own expense.
Liability for legal entities 

The liability is partially determined by the Law while a Cabinet of Ministers Resolution will set out penalties in more detail. The Law provides for the destruction of PDBs created in violation of the Law requirements. In the event of a failure to provide information on request of an individual, such person may apply to court. 

АstapovLawyers provides the following services bringing PDBs in compliance with the Law:
1. Legal audit of existing systems of personal data collection and processing.

2. Drafting a PDB Regulation providing for:

· a responsible officer to be appointed;

· general rules of collection, processing, dissemination and destruction of PD;

· a procedure for giving notice to individuals of their data having been recorded in the base;

· a mechanism to protect and access PD;

3. Preparation of an agreement between PDB controllers and processors involving the transfer of the right to process PD.
4. Amendments in a company’s Charter.

5. Obtaining of a decision granting registration with the State Personal Database Register.
Should you have any questions in connection with the subject matter of this letter or require any further information, please contact Oleh Malskyy, Partner of AstapovLawyers’ Corporate Law, M&A Practice at malskyy@astapovlawyers.com or on: +38 044 490 70 01, +38 (067) 441 36 97 or Yulia Yanyuk, Associate, IT law practice coordinator at yanyuk@astapovlawyers.com or 
on: +38 044 490 70 01.

AstapovLawyers
AstapovLawyers International Law Group is one of a leading full service Law Firms in Ukraine, consistently named among the leaders of the market for quality and reliability of service as well as for the depth of expertise by major international and local legal directories. The Firm employs over 50 carefully selected and well-motivated professionals who are responsive, solution-oriented, creative and committed. Firm's key clients include Nemiroff, Soyuz-Victan, Raiffeisen Bank Central, Danone, Mriya Agroholding, Bunge, Energoatom, DEMZ, Rodovid Bank. More information about the Firm can be found at www.astapovlawyers.com
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� Law 2297-IV of Ukraine “On Personal Data Protection” of June 1, 2010.






