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1.
Introduction

Technological measures
 are increasingly used by rightholders in order to protect their intellectual property rights
 in digital content. The effect of such measures is to restrict the access to and the use of digital content, by associating pre-defined and self-executing usage rules with it. Within an increasing number of legislations, technological measures enjoy legal protection against circumvention. However, these new rules have been subject to rather severe criticism, especially from a copyright law point of view, the general claim being that anti-circumvention protection threatens to ruin the delicate balance of interests cast in the provisions of copyright law.

The assertion is that, since technological measures often are used to enforce agreed terms, which typically go further in protecting the content than copyright law, the legal protection of such measures threatens to extinguish copyright law’s own exceptions to and limitations of its exclusive rights. This argument conceals a double-tracked conflict that affects both the relationship between copyright law and contracts, and the relationship between copyright law and anti-circumvention protection: On the one hand is the question of whether copyright law might narrow the contractual manoeuvring space of the parties by delimiting their contractual freedom
 or in other ways.
 On the other hand is the question of how copyright law affects the scope of anti circumvention protection. It is this second question that will be explored here. 

The way anti-circumvention laws generally have been drafted, there are two ways in which a harmonisation with copyright law might be found: First, the statutory definitions of protected measures may, implicitly or explicitly, require that technological measures respect certain aspects of copyright law as a prerequisite for protection. Second, the laws may include express regulations of the harmonisation issue through exceptions or so-called interface provisions aimed at preserving copyright exceptions and limitations. The following analysis will be based on this dualism: Partly, it will search for references to copyright law in the definitions of protected measures under the regulations treated, and partly, it will analyse the functioning of possible exceptions or interfaces within the laws. 

The anti-circumvention regulations of international law are well known and have already been thoroughly examined in legal theory. This article will investigate the evolution of anti-circumvention provisions from the World Copyright Treaty of 1996 (WCT)
 via the European Union Copyright Directive (EUCD)
 to the recently passed Norwegian anti-circumvention law,
 questioning in specific how these regulations treat technology that protects more broadly than copyright law. To anticipate the main finding, the analysis does not reveal a rectilinear development, but a curved one, the national legislature stretching its margin of appreciation to the limits in an attempt to reverse the setbacks of the EUCD.

Although the analysis treats both instruments of international law, obliging states to establish certain regimes of protection in their internal laws, and national regulations, imposing duties directly upon a state’s citizens, such differences in the formal nature of the laws should not interfere with the discussions of the material questions of law addressed here.

2.
WCT

2.1
Definition of Protected Measures

Article 11 of the WCT obliges the contracting parties to provide

adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorised by the authors concerned or permitted by law. 

The question is whether, according to this definition, a technological measure might be excluded from the group of protected measures on the grounds that it protects more broadly than copyright law. Since the WCT is a statute of international law, the precise articulation of the problem is whether the mandatory protection according to the Treaty is lifted on such grounds.

The question must be solved based on the requirement that technological measures, in order to be protected, must “restrict acts, in respect of their works, which are not authorised by the authors concerned or permitted by law.” Even though the definition is ambiguous,
 the interpretation that seems to have prevailed in legal theory is the antithesis. Accordingly, technological measures fall outside the scope of mandatory protection to the extent that they restrict acts that are
 authorised by the rightholders or permitted by law. According to this interpretation, authorisation from the rightholders and permission by law are alternative reasons for lifting the mandatory protection; cf. the conjunction “or”. In other words, technological measures restricting acts that either are authorised by the rightholder or permitted by law need not be protected.

This position is taken by, for instance, Vinje
 and Koelman,
 who both seem to find in Art. 11 a guarantee that the delicate balance of copyright law will not be disturbed. Their reasoning is that the criterion “permitted by law” refers also to acts that are permitted through copyright exceptions or limitations. Ficsor also seems to agree with this interpretation,
 accentuating, however, that national legislatures are limited in this regard to the copyright exceptions and limitations that the WCT itself allows.

The antithesis is also in line with what was the original proposal of the Chairman of the Committee of Experts during the WIPO negotiations prior to the adoption of the WCT. The chairman’s basic proposal clearly indicates that the protection originally was intended for measures following the contours of the statutory exclusive rights. It was founded on a prohibition of “protection-defeating devices”, defined as: “any device, product or component incorporated into a device or product, the primary purpose or primary effect of which is to circumvent any process, treatment, mechanism or system that prevents or inhibits any of the acts covered by the rights under this Treaty” (emphasis added).
 Also during the diplomatic conference in Geneva in December 1996, prior to adoption of the WCT, the view that the anti-circumvention protection should not apply outside the copyright exclusive right seems to have been shared by most representatives.
 It should be noted, of course, that the contracting parties were not able to reach an agreement on the chairman’s proposal. Instead, as Vinje describes,
 an alternative proposal by a group fronted by South Africa prevailed.

This means that as long as a copyright exception or limitation is applicable, technological measures need not be protected even if their usage restrictions are based on validly agreed contractual terms. Still, one of the alternative grounds for lifting the mandatory prohibition is present. To some extent, this makes Art. 11 more understandable as a whole. As Sirinelli points out,
 if one presumes that mandatory anti-circumvention protection only applies as far as the technology follows the law (i.e. the statutory copyright protection), it becomes easier to accept the lack of express interface provisions within the WCT. On the other hand, however, this line of reasoning conceals the fact that the WCT does not prevent the states from establishing a broader anti-circumvention protection than the one it requires. 

2.2
Express Harmonisation 

Contrary to the regulations treated below, the WCT does not contain any additional regulation of the harmonisation issue. 

3.
EUCD

3.1
Definition of Protected Measures

The EUCD obliges member states to provide adequate legal protection against circumvention of “effective technological measures”.
 Such measures are defined in Art. 6.3 as: 

any technology, device or component that, in the normal course of its operation, is designed to prevent or restrict acts, in respect of works or other subject-matter, which are not authorised by the rightholder of any copyright or any right related to copyright as provided for by law or the sui generis right provided for in Chapter III of Directive 96/9 EC.

Again, the question is whether, according to this definition, technological measures might be excluded from the group of protected measures on the grounds that they protect more broadly than copyright law. Unlike Art. 11 WCT, there is nothing in the quoted definition indicating that it excludes measures that are used to restrict acts permitted by law. It only refers to acts authorised by the rightholder. Consequently, only measures used to restrict acts that are
 authorised by the rightholder seem to be disqualified from mandatory protection.
 

The question, however, is how to interpret the reference to authorisation. On the one hand, it can be argued that the since technology enables the rightholder to control any act of utilisation, all such acts are subject to her authorisation. Alternatively, it can be argued that in order to be dependent upon authorisation – as the quoted definition arguably presumes – one must be within the scope of a legal restriction, otherwise it would be meaningless to speak of authorisation. Both of these interpretations are probably in accordance with the WCT. Even though Art. 11 lifts the mandatory protection where technology restricts more intensively than copyright law, there is, as mentioned, nothing in the Treaty preventing the contracting parties from establishing a broader anti-circumvention protection than it requires. 

Based on legal theory, it seems that the correct interpretation is that the word “authorised” presumes the existence of a legal restriction. However, the restriction needs not be based on copyright legislation; it might just as well be based on contract. This view is taken by, for instance, Dusollier, who states that:
 

Technological measures restricting any activities included in the legal ambit of copyright are protected, as well as any mechanism inhibiting uses not accepted by the copyright owner, even though such uses are not per se restricted by the legal monopoly. It suffices that the copyright owner forbids by contract one use or another so that the technological measure that applies her will is protected by Article 6.

With this interpretation, it must be concluded that, within the EUCD, little harmonisation with copyright law is found in the definition of protected measures. To the contrary, the definition expands the scope of anti-circumvention protection compared to the WCT, by also embracing measures that represent contractual annulments of copyright exceptions and limitations.

3.2
Express Harmonisation

Article 6.4 of the EUCD is an interface provision aimed at ensuring that beneficiaries of certain copyright exceptions and limitations are able to enjoy their privileges according to those exceptions and limitations, without the constraint of technological measures. The following analysis questions how the interface works in a situation where technological measures disrespect the copyright exceptions and limitations protected by the provision; is anti-circumvention protection actually brought to an end?

When triggered, Art. 6.4 obliges
 member states to intervene. The required intervention is described in the first paragraph:
 

[I]n the absence of voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, Member States shall take appropriate measures to ensure that rightholders make available to the beneficiary of an exception or limitation provided for in national law ... the means of benefiting from that exception or limitation…

As the quotation shows, the provision puts member state intervention in a position subsidiary to self-governance by rightholders; member states shall act only in the absence of voluntary measures taken by the rightholders themselves. Thus, rightholders can avoid member state intervention by voluntarily taking such measures as Art. 6.4 refers to. The provision does not provide any guidance as to what rightholder measures will have such exempting effect, save for one point: Among the types of rightholder measures that Art. 6.4 accepts are agreements between rightholders and other parties concerned. In other words, even within the scope of copyright limitations and exceptions protected by Art. 6.4, private parties are given space to regulate their interrelations through contract. 

Still, one must ask whether the Directive accepts any contractual regulations in this regard, regardless of their content and whether they disrespect copyright law. In answering this question, interpretational support can be found in the system of Art. 6.4: The provision expressly requires member state measures to be “appropriate” in order to safeguard the protected copyright exceptions and limitations (cf. the quotation above). Thus, the provision as a whole does not have much meaning, unless the same requirement also applies to rightholder measures: it would make no sense if rightholders could avoid member state intervention by disrespecting the privileges that such intervention is supposed to safeguard. 

This interpretation is also supported by the object and purpose of Art. 6.4 and by Recital 51 of the Directive, which clearly expresses that rightholder measures must serve a certain purpose in order to prevent member state intervention:

Member States should promote voluntary measures taken by rightholders, including the conclusion and implementation of agreements between rightholders and other parties concerned, to accommodate achieving the objectives of certain exceptions or limitations provided for in national law in accordance with this Directive. In the absence of such voluntary measures or agreements within a reasonable period of time, Member States should take appropriate measures to ensure that rightholders provide beneficiaries of such exceptions or limitations with appropriate means of benefiting from them, by modifying an implemented technological measure or by other means (emphasis added).

This test of appropriateness authorises member states to intervene if the measures that rightholders apply countervail any of the copyright exceptions or limitations protected by Art. 6.4. Thus, the “freedom” of the parties in this relation must be limited to inter partes regulation of how the objectives of those copyright exceptions and limitations shall be realised; derogations will not be accepted. Recital 51 also states that measures must be applied by rightholders within a reasonable period of time, if intervention is to be avoided.

The next question is how member states can intervene, if rightholders fail in time to apply measures voluntarily (or if the applied measures are inappropriate). In this situation, Art. 6.4 limits the member states’ mandate to making sure that certain actions are carried out by the rightholders, namely making available to beneficiaries the means needed to enjoy the relevant copyright exceptions and limitations. In other words, allowing circumvention is not among the options that the EUCD suggests here – at least not expressly. The text of the Directive does not give any express answer when it comes to what means rightholders must be forced to make available,
 and how member states shall ensure this.
 Probably a certain margin of appreciation will apply in both regards, the important point being that the objectives of the copyright exceptions and limitations in question are achieved, not how they are achieved.

All in all, the interface in Art. 6.4 must be described as rather toothless: Even where rightholders disrespect the copyright exceptions and limitations that the interface is intended to protect, anti-circumvention protection persists. Thus, a battle against over-protective measures can – at best – only be fought indirectly. 

The interface is additionally weakened by several additional qualifications: First, according to Art. 6.4, fourth paragraph, the interface does not apply at all to digital on-demand services – the context that is likely to dominate the future supply of digital content. Second, only a limited number of copyright exceptions and limitations are protected by the interface.
 Seemingly, those exceptions and limitations not mentioned in Art. 6.4 can freely be overridden by the rightholders. It should also be observed that neither Art. 6.4 nor any of the other provisions of the EUCD – save for one
 – impose any duty to establish or maintain copyright exceptions. As many have commented before,
 it is paradoxical that the Directive in this way requires a failsafe mechanism (Art. 6.4) in order to preserve copyright exceptions which themselves are optional in the same Directive (Art. 5).

4.
Norwegian Implementation of Art. 6 EUCD

4.1
Definition of Protected Measures

Following a rather extensive revision, the Norwegian Copyright Act
 now has general
 anti-circumvention provisions. Section 53a and 53b of the Act, which entered into force on 1 July 2005, are intended to fulfil the requirements of Art. 6 of the EUCD,
 which Norway, as a party to the EEA Agreement,
 was obliged to implement. 

The Act does not include any statutory definition of the term “technological measures”. However, it contains some important qualifications as to which measures are to be protected. Again, the question is whether technological measures might be excluded from the group of protected measures on the grounds that they protect more broadly than copyright law. The prohibition of circumvention
 reads (unofficial translation):
 “It is prohibited to circumvent effective technological protection measures that the rightholder or others he has given permission employs to control the copying or making available to the public of a protected work”
 (emphasis added).

As the quoted text shows, the protection applies only where technological measures are used in order to control acts of either copying or making available to the public a protected work. This limitation is not incidental; the described conduct coincides with the acts defining the copyright holder’s exclusive rights under Norwegian copyright law.
 In the preparatory reports,
 they are referred to as “copyright-relevant acts”.
 The stated rationale behind this limitation is that when the EUCD limits its protection to measures that restrict acts “not authorised by the rightholder”,
 this means that the acts in question must fall within the scope of a legal restriction. So far, the Norwegian legislature follows the interpretation of Art. 6 EUCD described above. However, in the view of the Norwegian legislature,
 only the legal restrictions embedded in copyright law – through the monopolisation of reproduction and making available to the public of a work – are relevant; contractually based usage restrictions beyond the scope of those two acts do not suffice as the basis for “authorisation” in the sense of Art. 6.3.

 

This is clearly a more restrictive interpretation of the EUCD than the one prevailing under European doctrine (see 3, above). In fact, it is more in line with the described interpretation of the WCT obligations, although not completely overlapping.
 As a result, technology that represents contractually based usage restrictions beyond the scope of copying and making a work available to the public are – as the point of departure – not protected.

However, this point of departure is severely modified by how the Act treats so-called combined measures.
 Technological measures that, in addition to restricting “copyright-relevant acts”, also restrict acts lacking such relevance are still protected. In other words, the additional feature of restrictions beyond the scope of copying and making available to the public does not disqualify technological measures from protection, as long as these also regulate a use that falls within the scope of one of those acts. If, for instance, a copy-control mechanism also blocks the streaming of a digital file between computers in a private home network, the measure is still protected as such.

In practice, this means that over-protective technological measures obtain anti-circumvention protection under the Norwegian regulation as long as the rightholder also makes sure to include in the technical protection something that is “copyright relevant”.
 

4.2
Express Harmonisation

When it comes to express regulation of the harmonisation issue, the Norwegian Act offers a twofold system. Firstly, it establishes some exceptions to the prohibition of circumvention, the most prominent of which regards certain uses within the private sphere. 
 Secondly, it implements the interface mechanism of Art. 6.4 EUCD.

4.2.1
Circumvention To Enjoy a Work Within the Private Sphere

According to Sec. 53a, the prohibition of circumvention
 shall not apply to the extent a protected technological measure hinders what is called “enjoyment
 within the private sphere”
 of a lawfully acquired copy of a work. If so, the user shall be permitted to circumvent the measure in order to enjoy the work on what is called “relevant user equipment”.
 The exception is meant to facilitate enjoyment only. Thus, it does not authorise the making of copies. However, an exception is made where reproduction is needed in order to be able to enjoy the work (in which case also the needed reproduction is lawful).
 

The exception represents a rather innovative step compared to the EUCD, and it raises some difficult interpretational questions, such as what equipment is to be regarded as “relevant” and hence giving rise to lawful circumvention. According to the White Paper proposal, the relevance was to be relative to the format in which the work was lawfully acquired. In practice, the question would be which expectations as to user equipment users reasonably may have to the type of product (or service) in question. For instance, if you buy a CD, you – at least – expect to be able to play it on a CD player. Thus, if the copy-control mechanism stops you from enjoying the music on the car stereo – which, at least in Norway, in most cases includes a CD player – this would suffice as the basis for lawful circumvention. Further, according to the White Paper proposal, if digital files are made available on demand through a digital network, and the parties agree upon which media player is to be used, the contractual regulation shall determine what shall be deemed as “relevant user equipment” according to Sec. 53a. Thus, in the online context, the relevance was to be subject to contractual regulation between the parties.

However, some additional statements in the White Paper caused a substantial – and, indeed, quite disturbing – debate during the subsequent stages of the legislative process, as to whether mp3 players were to be regarded as “relevant” equipment with regards to the music files bought on a CD. In the end, the conclusion was that they are.
 However, as a result of these “last minute” alterations during the latest stages of the process, little else is clear about the interpretation of the exception. Since, also, the text of the provision was slightly changed at this point of the process, it is unclear to what extent one can rely on the statements of the White Paper and Green Paper as interpretational guidelines. 

4.2.2
Interface Provision

With Art. 6.4 EUCD as the model, Sec. 53b of the Norwegian Act establishes an interface between anti-circumvention protection and copyright law aimed at ensuring that beneficiaries are able to enjoy their privileges under certain copyright exceptions and limitations without the constraint of technological measures. The Norwegian interface is intended to protect the same copyright exceptions and limitations as are encompassed by Art. 6.4. However, the option of creating an interface for private copying (cf. Art. 6.4., second paragraph) has so far not been utilised.
 In accordance with Art. 6.4, fourth paragraph, EUCD, the interface does not apply where a protected work is being made available to the public on agreed contractual terms in such a way that members of the public may access it from a place and at a time individually chosen by them (on-demand services).
 

Again, the question is how the interface works in a situation where technological measures disrespect the copyright exceptions and limitations protected by the interface; is anti-circumvention protection actually brought to an end?

The first element of the interface is that Sec. 53b places upon rightholders an obligation to ensure that anyone with lawful access to a protected work will be able to enjoy their privileges according to any copyright exceptions and limitations protected by the interface.
 This is a somewhat pro-active approach compared to the chronology of Art. 6.4, according to which member state intervention shall be initiated absent voluntary measures from rightholders. Nevertheless, the Norwegian interface intervenes ex ante.
 The obligation seems
 to affect both rightholders’ choice of technology and their choice of contractual terms: a rightholder will probably be violating the provision if she applies either technology or contractual terms that disrespect a protected exception or limitation. Such a violation could in principle induce criminal liability if done wilfully or negligently.

 

Certainly, the explanatory reports repeatedly accentuate – in the spirit of the EUCD – that the purpose of the provision is to promote voluntary agreements and arrangements between parties. However, as with the EUCD, the freedom of the parties in this regard is restricted to the question of how the rightholder shall facilitate use; it does not authorise derogations from the exceptions and limitations in question. In the Norwegian context, the just-treated provision provides a direct and unambiguous basis for this interpretation. 

Even though this statutory obligation implies a quite strong incentive for rightholders to respect the protected copyright exceptions and limitations, this part of the interface does not directly deal with situations where they don’t. Such situations are governed by the second paragraph of Sec. 53b:

If the rightholder, after a petition from a beneficiary of a Section listed above, fails to provide access as described in the first paragraph, he can, on the beneficiary’s petition, be ordered to provide such information or other assistance that is necessary to enable the work to be used in accordance with the objective. The petition shall be addressed to the Board established by the Ministry pursuant to regulations the King may issue. The Board can, in addition to orders as mentioned, rule that the beneficiary without hindrance under Section 53a can circumvent the applied technological protection measures if the rightholder fails to adhere to the time limit imposed by the Board to comply with the order.

Even though the mechanism described in the quoted text can be held to be somewhat stiff-legged, and even though the provision raises some interpretational problems,
 its most important feature is that it provides for an opportunity for the appointed Board to – eventually – issue case-by-case permissions to circumvent. Thus, the Norwegian interface mechanism works in a way that ultimately will end the anti-circumvention protection if the technology disrespects any of the protected copyright exceptions and limitations.
 This approach is clearly more aggressive on the beneficiaries’ behalf than the EUCD solution.

In practice, the provision also places the burden of initiating court proceedings upon the rightholders.

5.
Summary

As shown, the mandatory anti-circumvention protection under the WCT only applies to the extent technological measures follow the contours of the statutory exclusive rights (due considerations given to the copyright exceptions and limitations). Thus, internally in the WCT, the harmonisation with copyright law is impeccable. However, Art. 11 WCT does not prevent states from establishing a broader anti-circumvention protection than the one it requires. Thus, as one can observe in subsequent derived regulations – the EUCD in particular – the WCT obligations do not serve as a guarantee against over-protective technology.

In the EUCD, no harmonising elements can be traced in the definition of protected measures. On the contrary, the definition embraces measures that override copyright exceptions and limitations as long as the derogation has a contractual basis. The interface in Art. 6.4 clearly intends to safeguard certain copyright exceptions and limitations. However, its failsafe mechanism targets violations only indirectly – and not by ending the anti-circumvention protection. All in all, the level of harmonisation with copyright law in the EUCD is a clear setback compared to the WCT. 

The Norwegian Act in principle limits its protection to measures that regulate “copyright-relevant acts”. However, since the legislature more or less was forced to expand the protection to also encompass combined measures, the practical rule is that over-protective measures are protected as long as they also restrict acts that are “copyright relevant”. On the other hand, the Act protects a user’s “right” to enjoy lawfully acquired works on “relevant user equipment” within the private sphere. If needed, this involves a right to circumvent over-protective measures. In addition, the interface ultimately ends the anti-circumvention protection where technological measures disrespect copyright exceptions and limitations protected by it. All in all, the Norwegian regulation thereby has managed to reverse much of the setback experienced with the EUCD.
 

However, whether the Norwegian regulation will be accepted as a compliant implementation of the Directive is a still unanswered question.



























































































* 	■


� 	“Technological measures” will be used herein to describe certain integral parts of digital rights management systems, namely the technical representations of usage rules associated with the content being distributed through such systems. It is the technological measures – not (necessarily) DRM systems as a whole – that generally are the objects of protection under anti-circumvention laws. These regulations need not use the exact same term to describe such measures, although most use the term “technological measures”, and the objects of protection need not – and do not – have the exact same definition within the different regulations.


� 	The intellectual property right most commonly enforced in this manner is copyright, including the “related” or “neighbouring” rights.


� 	See Lucie Guibault, “Copyright Limitations and Contracts. An Analysis of the Contractual Overridability of Limitations on Copyright” (Kluwer Law International, London/The Hague/Boston 2002).


� 	See, for instance, Christophe Geiger, “Right To Copy v. Three-Step Test. The Future of the Private Copy Exception in the Digital Environment”, 2005 CRi 7, 10 (with further references), who in the context of private copying touches upon the question of what qualities or characteristics must be seen as contractually implied or warranted absent express contractual regulation – or at least pre-contractual information – to the contrary.


� 	Available online at <http://www.wipo.int/treaties/ip/wct/index.html>. 


� 	Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights in the information society. Available online at <http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=EN&numdoc=32001L0029&model=guichett>.


� 	See Act No. 2 of 12 May 1961 Relating to Copyright in Literary, Scientific and Artistic Works, etc., after the most recent amendment of 17 June 2005 (in force from 1 July 2005), Chapter 6a.


� 	See, for instance, Pierre Sirinelli, “The Scope of the Prohibition of Technological Measures: Exceptions, General report to the 2001 ALAI 2001 congress” (English translation by Jane C. Ginsburg), p. 8. Available online at <http://www.alai-usa.org/2001_conference/Reports/GenRep_id2_en.doc>.


� 	As opposed to the “are not” in the text of Art. 11.


� 	See Thomas C. Vinje, “The New WIPO Copyright Treaty: A Happy Result in Geneva”, 1997 NIR 207, 216. 


� 	See Kamiel J. Koelman, “Protection of Technological Measures”, 10 (Institute for Information Law, Amsterdam 1998), available online at <http://www.ivir.nl/publications/koelman/technical.pdf>. See also Kamiel J. Koelman, “A Hard Nut To Crack: The Protection of Technological Measures”, 2000 European Intellectual Property Review 272, where his conclusion is even more clear.


� 	See Mihàly Ficsor, “The Law of Copyright and the Internet, The 1996 WIPO Treaties, Their Interpretation and Implementation”, 548 lit (e) i.f. (OUP, Oxford 2002).


� 	Basic Proposal for the Substantive Provisions of the Treaty on Certain Questions Concerning the Protection of Literary and Artistic Works To Be Considered by the Diplomatic Conference, prepared by the Chairman of the Committee of Experts on a Possible Protocol to the Berne Convention. Article 7, WIPO Document CRNR/DC/4 at 29, 30 August 1996 (“Basic Proposal”).


� 	See WIPO Summary Minutes, Main Committee I, WIPO Document CRNR/DC/102, 26 August 1997, available online at <http://www.wipo.int/documents/en/diplconf/distrib/pdf/102dc.pdf>, 518, 523, 535–537 and 541.


� 	Vinje, supra note 10, 216.


� 	Sirinelli, supra notes 8, 9.


� 	Article 6.


� 	Antithetical to “are not”.


� 	This is perhaps not a very likely situation.


� 	Séverine Dusollier, “Tipping the Scale in Favor of the Right Holders: The European Anti-Circumvention Provisions”, in: Becker, Buhse, Günnewig & Rump (eds.), “Digital Rights Management. Technological, Economic, Legal and Political Aspects”, 465 (Springer, Berlin 2003).


� 	Note, however, that the interface with private use exceptions (cf. Art. 6.4, second paragraph) does not make member state intervention mandatory, but leaves it as an option.


� 	Article 6.4, first paragraph.


� 	The above-cited Recital 51 offers some guidance here, stating that member state measures shall ensure that rightholders “provide beneficiaries of such exceptions or limitations with appropriate means of benefiting from them, by modifying an implemented technological measure or by other means” (emphasis added).


� 	Member state measures will probably have to cause the intended effect, i.e. to actually enable the use in question; cf. the word “ensure”.


� 	These are: reproductions on paper or similar medium by photographic or other technique with similar results, with fair compensation (Art. 5.2(a)); specific acts of reproduction by libraries, museums, educational establishments and archives, not for direct or indirect economic or commercial advantage (Art. 5.2(c)); ephemeral recordings by broadcasting organisations (Art. 5.2(d)); reproductions of broadcasts by social institutions such as hospitals and prisons for noncommercial purposes (Art. 5.2(e)); illustration for teaching or scientific research (Art. 5.3(a)); noncommercial uses for people with disabilities (Art. 5.3(b)); public security, proper performance of administrative, parliamentary or judicial proceedings (Art. 5.3(e)). 


� 	Article 5.1 (temporary acts of reproduction).


� 	See, e.g., Ficsor, supra note 12, 561, and Dusollier, supra note 20, 474.


� 	To top it off, the only mandatory exception in the EUCD is not protected by Art. 6.4.


� 	Act No. 2 of 12 May 1961; see supra note 7.


� 	Prior to the implementation of the EUCD, the Act had sector-specific anti-circumvention provisions governing computer programs, based on the requirements of the EU Software Directive. These provisions have now been relocated to the new Chapter 6a. 


� 	Hence also bringing Norwegian law in conformity with the WCT on this point. 


� 	Agreement on the European Economic Area. Available online at <http://secretariat.efta.int/Web/EuropeanEconomicArea/EEAAgreement/EEAAgreement>.


� 	Section 53a, first paragraph.


� 	All English versions of the Norwegian texts in the following are unofficial translations.


� 	“Det er forbudt å omgå effektive tekniske beskyttelsessystemer som rettighetshaver eller den han hara gitt samtykke benytter for å kontrollere eksemplarfremstilling eller tilgjengeliggjøring for allmennheten.”


� 	Copyright Act, supra note 7, Sec. 2, first paragraph.


� 	Green Paper of 2 April 2003, available online (in Norwegian) at <http://www.odin.dep.no/filarkiv/175128/hoeringsutkast_endringer_aandsverkloven_april2003.pdf> and 


	Ot. prp. nr 46 (2004–2005) (White Paper), available online (in Norwegian) at <http://odin.dep.no/kkd/norsk/dok/regpubl/otprp/043001-050019/dok-bn.html>.


� 	“Opphavsrettslig relevante handlinger”. 


� 	Article 6.3.


� 	See Ot. prp. nr 46 (White Paper), supra note 37, part 3.5.1.5.1 (p. 116).


� 	Thus, as a plain reading of the text also reveals, the “copyright relevance” criterion only refers to the initial encompassing of acts upon which the exclusive rights are based, i.e. copying and making available to the public. It does not refer to the limitations of the exclusive rights within the scopes of these acts – the copyright exceptions and limitations. Thus an act can be “copyright relevant” even though not controlled by the rightholder, if it is covered by one of the copyright exceptions or limitations.


� 	The deduction is perhaps not “waterproof”.


� 	As shown in part 2.1 above, mandatory protection under Art. 11 WCT applies to the extent that technology follows the contours of the copyright holder’s exclusive rights, considering also the statutory exceptions and limitations to those rights. The Norwegian definition, however, is cruder in that it does not reflect the latter.


� 	The principal approach is in fact little more than a theoretical “stepping stone” in the build-up of the provision.


� 	The Green Paper proposal treated “combined measures” quite differently. There, any sign of restrictions beyond “copyright relevance” would disqualify the measure as such from protection. Due to severe criticism of this proposal in the public hearing, the Ministry reluctantly withdrew it, and replaced it with the more moderate one described above.


� 	For most rightholders, this should not be an impossible task.


� 	The two other exceptions cover research into cryptology and the copying of works for conservation and safety purposes performed by archives, libraries, museums, and the like 


� 	This exception only refers to the prohibition of the first paragraph of Sec. 53a, i.e. the prohibition of actual circumvention. It therefore does not apply to the prohibition of certain preparatory acts of dealing with circumvention tools and services, which is placed in Sec. 53a, second paragraph. 


� 	The term “enjoyment” was introduced into the Act in connection with the EUCD implementation, and it is not a familiar term within the preceding Norwegian copyright doctrine.


� 	“Tilegnelse av verket innenfor det private området”.


� 	“Relevant avspillingsutstyr”.


� 	However, if, on this basis, a copy lawfully is made in the pursuit of enjoyment within the private sphere, it cannot serve as a lawful basis for further reproduction according to the private copying provision in Sec. 12 of the Act.


� 	The Parliament voted contrary to the White Paper proposal of the Ministry in this particular question.


� 	The Norwegian Copyright Act has provisions on private copying in its Sec. 12.


� 	Section 53b, third paragraph.


� 	Section 53b, first paragraph.


� 	Imposing such a statutory obligation upon rightholders must probably be seen as member state intervention according to Art. 6.4.


� 	The explanatory reports do not elaborate on the interpretational questions here.


� 	Cf. Sec. 54, first paragraph, (b).


� 	Neither the Green Paper nor the White Paper comments on this criminalisation of the rightholder side, and hence it is unclear whether it is an intentional effect or not. 


� 	“Dersom rettighetshaver etter begjæring fra berettiget etter bestemmelsene ovenfor ikke gir tilgang som nevnt i første ledd, kan han etter begjæring fra den berettigede pålegges å gi slike opplysninger eller annen bistand som er nødvendig for å muliggjøre bruk av verket i samsvar med formålet. Begjæring rettes til nemnd opprettet av departementet etter regler som Kongen gir. Nemnda kan i tillegg til pålegg som nevnt, bestemme at berettiget etter nevnte bestemmelser uten hinder av § 53a kan omgå anvendte tekniske beskyttelsessystemer dersom rettighetshaver ikke overholder den frist som nemnda setter for å etterkomme pålegget.”


� 	For instance, whether the user is required to go through a round of negotiations with the rightholder before addressing the Board.


� 	Indeed, this is not an automatic effect, but depends on the beneficiaries to trigger it.


� 	According to the explanatory report, the decisions of the Board shall not be subject to administrative complaint, but can, however, be challenged before the courts.


� 	But not all of it. For instance, the Norwegian interface also – not surprisingly – excludes on-demand services from its scope.
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